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Abstract

In the digital age, the protection of personal data has become a crucial
issue, often leading to conflicts between regions with differing legal
and cultural values. The European Union (EU) and the United States
(US) represent a prominent example of such a divergence, with the
EU emphasizing stringent data protection measures and the US
prioritizing economic and security interests. These differing
approaches have resulted in significant challenges for transatlantic data
flows, notably highlighted by the invalidation of the EU-US Privacy
Shield by the Court of Justice of the European Union (CJEU). This
essay aims to explore the complexities of privacy and data protection
within the context of transatlantic relations, providing a
comprehensive analysis that bridges empirical data and theoretical
insights. The study seeks to identify the economic, operational, and
legal impacts of regulatory divergences and propose evidence-based
policy recommendations to harmonize data protection standards
between the EU, and the US . The research employs a literature study
method, systematically reviewing scholarly articles, legal texts, case law,
and policy documents related to data protection and privacy. It
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integrates Socio-Legal Theory to analyze the intersection of legal
frameworks, social practices, and cultural attitudes. Empirical data is
gathered through qualitative and quantitative analysis, focusing on the
economic impacts, compliance challenges, and legal risks associated
with transatlantic data flows. The findings reveal significant economic
costs and compliance burdens for businesses due to the absence of
stable data transfer mechanisms. Legal risks and judicial consequences
under the EU’s GDPR further exacerbate these challenges. The study
identifies specific areas where regulatory harmonization is possible,
offering policy recommendations grounded in empirical data to
enhance data protection standards and facilitate smoother data
exchanges. By combining empirical analysis with theoretical insights,
this research contributes to a nuanced understanding of data
protection and privacy, essential for informed policy-making and
effective judicial practice.

Keywords: Data Protection, EU-US Relations, Privacy, Regulatory
Compliance, Socio-Legal Analysis

Introduction

In an era dominated by rapid technological advancements and
ubiquitous digital connectivity of court operation, the protection of
personal data has emerged as a pivotal issue.' Nowhere is this more
evident than in the transatlantic relationship between the European
Union (EU) and the United States (US). Over recent years, these two
powers have repeatedly clashed over data protection standards, with
the Court of Justice of the European Union (CJEU) often criticizing
the US for what it perceives as inadequate safeguards for personal
data’ In contrast, the US views the stringent data protection
frameworks of Europe, particularly Germany, as overreaching and
potentially detrimental to technological innovation, security, and
economic growth.

! Quach, Sara, et al. "Digital technologies: tensions in privacy and data." Journal
of the Academy of Marketing Science 50.6 (2022): 1299-1323.

2 Zalnieriute, Monika. "Data transfers after schrems II: the EU-US
disagreements over data privacy and national security." Vand. ]. Transnat'l 1. 55

(2022): 1.
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At the core of these disputes lie divergent conceptualizations of
privacy and data protection, grounded in varying legal theories and
philosophical traditions.” Privacy and data protection are not
monolithic concepts; they are understood and operationalized
differently across jurisdictions. The EU tends to treat data protection
as a fundamental right, integral to the protection of individual privacy.
In contrast, the US approach is more fragmented, often prioritizing
economic interests and national security over comprehensive data
protection.

According to a 2021 report by the Information Technology and
Innovation Foundation (ITIF), transatlantic data flows are estimated
to contribute approximately $7.1 trillion annually to the combined
economies of the EU and the US.* The invalidation of the Privacy
Shield has thus created significant uncertainty for businesses on both
sides of the Atlantic, affecting over 5,000 companies that relied on this
framework to transfer data legally.

Furthermore, a survey conducted by the International
Association of Privacy Professionals (IAPP) in 2020 revealed that 68%
of privacy professionals in the US and EU reported significant
compliance challenges and increased costs associated with the absence
of a stable data transfer mechanism.” These challenges are not merely
operational but also legal, as companies face potential penalties for
non-compliance with the EU's General Data Protection Regulation
(GDPR), which mandates strict data protection measures for personal
data transferred outside the EU.

The research problem is thus empirical: the persistent
divergence in data protection standards between the EU and the US
creates substantial economic, operational, and legal challenges for
transatlantic businesses. This problem is exacerbated by the lack of a

3 van den Heuvel, Katlijn, and Joris van Hoboken. " The justiciability of data privacy
issues in Europe and the US." Research Handbook on Privacy and Data Protection
Law. Edward Elgar Publishing, 2022. 73-108.

* Tricco, Giovanni. "The New Transatlantic Data Agreement Placed in
Context: Decoding the Schrems Saga Within the Digital Economy." Journal of Law,
Market & Innovation 3.1 (2024): 82-110.

> Lancieri, Filippo. "Natrowing data protection's enforcement gap." Me. L. Ren.
74 (2022): 15.
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stable and mutually acceptable framework for data transfers, leading to
significant uncertainty and risk.®

Addressing this problem requires an empirical investigation into
the specific impacts of the current regulatory landscape on
transatlantic data flows. This includes quantifying the economic costs
of disrupted data transfers, analyzing the compliance burdens on
businesses, and assessing the legal risks associated with the current
state of transatlantic data protection. Such research is essential for
developing policy recommendations that can reconcile the divergent
data protection standards and facilitate smoother, more secure data
exchanges between the EU and the US.’

This essay aims to delve into these complexities by exploring the
multifaceted nature of privacy and data protection. This research
offers several novel contributions to the field of data protection and
privacy, patticularly in the judicial context of transatlantic relations.®
By empirically investigating the economic, operational, and legal
challenges stemming from the divergence in data protection standards
between the EU and the US, this study provides new insights and
perspectives that are crucial for policy and legal frameworks. Providing
detailed, empirically-backed accounts of business challenges will offer
a practical understanding of the regulatory impact on everyday
operations, thereby informing more business-friendly policy
adaptations.’

The existing literature on data protection and privacy,
particularly in the context of transatlantic relations, has several notable
gaps that this research seeks to address. While there is substantial
discussion on the theoretical implications of data protection
regulations, there is a lack of empirical data quantifying the economic

¢ Han, Sanghyun. "Data and statecraft: why and how states localize data."
Business and Politics 26.2 (2024): 263-288.

7 Hmelina, Ivan. Data Protection Commissioner v Facebook Ireland Limited and
Maxcimillian Schrems (Case 311/18)-how did we get there and what the futnre holds?. Diss.
University of Zagreb. Faculty of Law. European Public Law, 2022.

8 Tracol, Xavier. "“Schrems II": The return of the privacy shield." Computer
Law & Security Review 39 (2020): 105484.

? Flot, Andraya. "The Impact of Schrems II: Next Steps for US Data Privacy
Law." Notre Dame L. Rev. 96 (2020): 2035.
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impact of disrupted data flows between the EU and the US." This
research will empirically quantify the economic costs associated with
the absence of stable data transfer mechanisms. By providing concrete
data, the study will illustrate the significant financial implications for
businesses and economies on both sides of the Atlantic, thereby
informing more balanced and economically sound policy decisions.
Existing studies often overlook the practical, day-to-day operational
and compliance challenges faced by businesses due to divergent data
protection standards. By examining the specific compliance burdens
and operational costs experienced by businesses, this research will
provide a detailed account of the real-world impacts of regulatory
divergence. These insights are crucial for developing policies that are
not only legally robust but also practical and business-friendly.

There is limited analysis of the legal risks and judicial
consequences that companies face when navigating the transatlantic
data protection landscape, particulatly in light of GDPR enforcement
actions. This study will delve into the legal risks and potential penalties
associated with data transfers, analyzing court cases, fines, and
enforcement actions. By highlighting these judicial implications, the
research will offer valuable insights for legal practitioners and
policymakers aiming to mitigate these risks. While comparative studies
of EU and US data protection laws exist, they often lack a
comprehensive analysis that includes enforcement practices and
cultural ~ attitudes towards data protection.'" Many policy
recommendations in the literature are based on theoretical
considerations without sufficient empirical backing. This research will
offer policy recommendations grounded in empirical data, addressing
the economic, operational, and legal challenges identified. These
evidence-based recommendations will be crucial for developing more
effective and balanced data protection policies that facilitate smoother
transatlantic data exchanges.

By addressing these gaps, this research will make several
important contributions: By highlighting the practical challenges faced

10 Palme, Sabrina. "A year of change: An analysis of how COVID-19 has
impacted the data ptivacy profession in 2020." Journal of Data Protection & Privacy 4.1
(2020): 81-92.

11 Murphy, Maria Helen. "Assessing the Implications of Schrems II for EU-US
Data Flow." International & Comparative Law Quarterly 71.1 (2022): 245-262.
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by businesses and the economic implications of regulatory divergence,
the research will advocate for more balanced regulatory approaches.
This balance is essential for protecting individual privacy rights while
also supporting economic growth and innovation. The comparative
analysis will identify areas where regulatory harmonization is possible,
providing a roadmap for aligning EU and US data protection
standards. This harmonization is key to facilitating secure and efficient
data flows across the Atlantic."

Opverall, this research aims to bridge the gap between theoretical
discussions and practical realities, offering new perspectives that are
essential for informed policy-making and legal practice in the evolving
field of data protection and privacy.

The Socio-Legal Theory

The Socio-Legal Theory offers a robust framework for analyzing
data protection and privacy within a judicial setting by integrating legal
analysis with social, economic, and cultural dimensions."

By examining the socio-economic impacts of data protection
laws and the cultural contexts in which they operate, this theory
provides a comprehensive basis for developing balanced and effective
policies that protect privacy without stifling innovation. Insights from
socio-legal analysis help legal practitioners understand the broader
context of judicial decisions, enabling more nuanced legal strategies
and better compliance advice for easy of doing businesses.

Conceptual Foundations

Understanding the transatlantic divergences in data protection
necessitates a thorough examination of the underlying conceptual
foundations of privacy and data protection. These concepts are shaped
by distinct legal traditions and philosophical viewpoints that drive
regulatory approaches on both sides of the Atlantic.

12 Corapi, Elisabetta. "lnformed Consent in ltalian Digitalized Insurance Contracts.
From the Privacy Shield to Schrems I1." The Transformation of Private Law—Principles of
Contract and Tort as European and International Law: A Liber Amicorum for Mads
Andenas. Cham: Springer International Publishing, 2024. 1077-1100.

13 Cheng, Le, Xiuli Liu, and Chunlei Si. "Identifying stance in legislative
discourse: a corpus-driven study of data protection laws." Humanities and Social
Sciences Communications 11.1 (2024): 1-13.
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Privacy as a Fundamental Right

In the European Union, privacy is deeply embedded in legal and
philosophical  traditions.'"* Privacy is frequently viewed as a
fundamental human right, integral to the autonomy and dignity of
individuals. This perspective is enshrined in the EU's legal framework,
notably through the General Data Protection Regulation (GDPR).
The GDPR, which came into effect in 2018, reflects a robust
commitment to protecting individual privacy by regulating how
personal data is collected, processed, and stored.

The European approach is informed by a broad understanding
of privacy that encompasses both data protection and the broader
right to personal autonomy. This perspective is rooted in European
legal and philosophical traditions that emphasize the inherent value of
individual rights and the state's responsibility to uphold these rights.
The EU's approach to data protection is thus characterized by
comprehensive regulations that impose strict obligations on data
controllers and processors, and provide individuals with extensive
rights regarding their personal data.

In contrast, the US approach to data protection is more
fragmented and less centralized. Rather than a single comprehensive
framework, the US employs a sectoral approach with various
regulations tailored to specific types of data and industries. For
instance, the Health Insurance Portability and Accountability Act
(HIPAA) governs health information, while the Gramm-Leach-Bliley
Act (GLBA) addresses financial data. This sector-specific regulation
reflects a legal culture that prioritizes economic freedoms and minimal
governmental intervention.

The US approach to data protection is influenced by a strong
emphasis on free market principles and national security concerns.
Privacy is often considered in the context of consumer rights and
market efficiency, rather than as an intrinsic human right. This
regulatory stance frequently views comprehensive data protection
frameworks as potential impediments to technological innovation and
economic growth. Consequently, data protection in the US tends to
focus on mitigating specific risks rather than enforcing broad-based
privacy rights.

14 Allen, Anita L. "Privacy, Critical Definition, and Racial Justice" The Oxford
Handbook of Applied Philosophy of Language (2024): 349.
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The divergence in these conceptual foundations highlights the
fundamental differences between FEuropean and American views on
privacy and data protection.” In Europe, the protection of ptivacy is
seen as a proactive, state-supported endeavor, essential for preserving
individual freedoms in the digital age. In contrast, the US approach
tends to view data protection through a lens of economic pragmatism
and sectoral regulation, often prioritizing market dynamics and
security over comprehensive privacy safeguards.

This conceptual divergence has practical implications for
transatlantic data flows and regulatory harmonization. Understanding
these foundational differences is crucial for addressing the challenges
and developing effective policies that reconcile these divergent
perspectives.

The fundamental divergence between European and American
approaches to data protection and privacy stems from their differing
conceptual foundations and underlying philosophies. These
differences have been illustrated through various high-profile cases,
reflecting how each region’s regulatory framework impacts privacy,
data protection, and transatlantic data flows.

In Europe, the protection of privacy is considered a proactive,
state-supported effort essential for maintaining individual freedoms,
particularly in the digital age. The FEuropean Union’s General Data
Protection Regulation (GDPR) exemplifies this approach, setting high
standards for data protection and granting individuals robust rights
over their personal data. The GDPR’s stringent requirements, such as
the necessity for explicit consent, the right to data access, and the right
to be forgotten, underscore Europe's commitment to privacy as a
fundamental human right.

Illustrative Case: Schrems II (2020): The EU-US Privacy Shield,
which facilitated transatlantic data transfers, was invalidated by the
Court of Justice of the European Union (CJEU) in the Schrems II
case. The Court found that the US’s data protection practices did not
provide adequate protection against US government surveillance,
which was deemed incompatible with EU privacy standards. This
landmark decision emphasized the EU's proactive stance on privacy,

15 Bakare, Seun Solomon, et al. "Data privacy laws and compliance: a
comparative review of the EU GDPR and USA regulations." Computer Science & IT
Research Jonrnal 5.3 (2024): 528-543.
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asserting that even international agreements must meet stringent data
protection criteria. It highlighted the EU's view that privacy is an
inviolable right, necessitating rigorous safeguards irrespective of
economic or political considerations.

In contrast, the US approach to data protection tends to be
shaped by economic pragmatism and sector-specific regulation. The
US regulatory framework focuses on balancing privacy with market
dynamics and national security concerns, rather than imposing a
comprehensive, unified data protection regime.

Illustrative Case: Facebook-Cambridge Analytica Scandal (2018):
The Cambridge Analytica scandal revealed that Facebook had allowed
unauthorized access to personal data of millions of users.'® This case
highlighted gaps in US data protection regulations, which are often
criticized for being fragmented and less stringent compared to the
GDPR. The scandal underscored the US’s reliance on sector-specific
regulations and market-driven approaches to data protection. It
exposed the limitations of the existing legal framework in addressing
comprehensive privacy concerns and triggered discussions on whether
more robust, unified data protection laws are needed.

Illustrative Case: California Consumer Privacy Act (CCPA,
2020): In response to growing privacy concerns, California enacted
the CCPA, which provides residents with enhanced privacy rights,
such as the ability to opt out of data sales and access personal data
collected by businesses. The CCPA represents a significant step
towards stronger data protection in the US but also highlights the
piecemeal nature of US data protection laws. Unlike the GDPR, which
applies across all EU member states, the CCPA is a state-level
regulation, illustrating the US's fragmented approach to privacy.

The divergence between the EU and US approaches to privacy
and data protection reflects deeper philosophical and cultural
differences: European Perspective: Privacy is treated as an inherent
human right, with the state playing an active role in safeguarding this
right through comprehensive legislation and enforcement. American
Perspective: Data protection is often viewed through the lens of
economic efficiency and sectoral regulation, with a focus on balancing

16 Jeleskovic, V., and Y. Wan. "Analyzing the Impact of the Facebook-
Cambridge Analytica Data Scandal on the US Tech Stock Market: A Cluster-Based
Event Study." | Huma Soci Scie 7.7 (2024): 01-30.

37



Akmal Azizan, Salma Zahra, Sally Sophia, Nurajam Perai
Harmonizing Judicial Data Protection Standards Between The Eu And Us

privacy with other interests such as market growth and national
security. These differences have significant implications for
international data transfers and regulatory harmonization. The EU's
rigorous standards often clash with the US's more fragmented and
market-oriented approach, leading to challenges in creating
frameworks  that accommodate both regions' perspectives.
Understanding these conceptual foundations is crucial for developing
effective policies and agreements that address the privacy and data
protection needs of both jurisdictions. The regulatory frameworks
governing data protection and privacy in the European Union (EU)
and the United States (US) reflect deeply rooted differences in legal
philosophy and regulatory approach, leading to significant transatlantic
divergence.

The General Data Protection Regulation (GDPR), which has
been in effect since May 2018, represents the EU's comprehensive and
stringent approach to data protection. Key features of the GDPR
include: Explicit Consent: Organizations must obtain clear and
unambiguous consent from individuals before collecting or processing
their personal data.'” Consent must be informed, specific, and given
through a clear affirmative action. Data Breach Notifications: The
GDPR mandates that data controllers notify both the relevant
supervisory authority and affected individuals of data breaches within
72 hours of becoming aware of them. Right to Access: Individuals
have the right to access their personal data and obtain information on
how it is being used. This includes receiving a copy of their data upon
request. Right to be Forgotten: Also known as the right to erasure, this
provision allows individuals to request the deletion of their personal
data when it is no longer necessary for the purposes for which it was
collected or when they withdraw consent. These provisions reflect the
GDPR's overarching goal of ensuring robust data protection and
empowering individuals with significant control over their personal
data. The GDPR's comprehensive approach is rooted in a broader
European commitment to privacy as a fundamental human right,
emphasizing proactive measures and extensive regulatory oversight.

In contrast, the US data protection framework is characterized
by its fragmentation and reliance on sectoral and state-level

17 Hosseini, Henty, et al. ".A Bilingual 1ongitudinal Analysis of Privacy Policies
Measuring the Impacts of the GDPR and the CCPA/CPRA." (2024).
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regulations.'® Key elements of the US approach include: Sectoral Laws:
The US employs a patchwork of sector-specific regulations, such as
the Health Insurance Portability and Accountability Act (HIPAA) for
health information, the Gramm-Leach-Bliley Act (GLBA) for financial
information, and the Children’s Online Privacy Protection Act
(COPPA) for data collected from children. State-Level Regulations:
Data protection laws in the US often vary by state. For example, the
California Consumer Privacy Act (CCPA) provides robust privacy
rights to California residents, such as the right to opt out of the sale of
personal data and the right to request data access and deletion.
However, these protections are not uniformly available across the
entire country. This sectoral and state-based approach leads to a lack
of consistency and coherence in data protection practices across the
US. Unlike the GDPR, which provides a unified regulatory framework
applicable across all EU member states, the US framework results in
varied levels of protection and compliance requirements depending on
the industry and jurisdiction.

The divergence between the EU and US regulatory frameworks
creates several challenges: Inconsistencies and Compliance Burdens:
Businesses operating transatlantically must navigate differing
regulatory requirements, leading to increased compliance costs and
operational complexities. For instance, US companies handling data
from EU citizens must comply with the GDPR's stringent
requirements, which may differ significantly from US data protection
laws. Regulatory Uncertainty: The lack of a comprehensive federal
data protection law in the US, coupled with the variability of state
laws, creates uncertainty for businesses and individuals alike. This
fragmentation can hinder efforts to establish consistent data
protection practices and complicates international data transfers. EU
Criticisms: The EU views the US data protection framework as
inadequate, particularly in light of surveillance practices revealed by
cases like Schrems II. The invalidation of the EU-US Privacy Shield
highlighted concerns about US surveillance practices and the
perceived inadequacy of US data protection standards in safeguarding
EU citizens' data. The transatlantic divergence in data protection

18 Ehimuan, Benedicta, et al. "Global data privacy laws: A critical review of
technology's impact on user tights." World Journal of Advanced Research and Reviews 21.2
(2024): 1058-1070.
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frameworks reflects fundamental differences in regulatory philosophy
and implementation. The GDPR's comprehensive and proactive
approach contrasts sharply with the US's fragmented and sectoral
approach, creating significant challenges for cross-border data flows
and regulatory harmonization.

Regulatory Philosophy and Implementation

The transatlantic divergence in data protection frameworks
between the European Union (EU) and the United States (US)
underscores fundamental differences in regulatory philosophy and
implementation.”” This divergence is not merely a matter of regulatory
detail but reflects deep-seated variations in how privacy and data
protection are conceptualized and enforced.

Philosophy: The GDPR embodies the EU's comprehensive and
proactive approach to data protection. It views privacy as a
fundamental human right that necessitates rigorous protection
measures. This philosophy is rooted in the EU's legal and cultural
traditions, which prioritize individual rights and place a strong
emphasis on state responsibility to protect these rights.

Implementation: The GDPR provides a unified and robust
framework for data protection across all EU member states. Its key
features include: Explicit Consent: Requires organizations to obtain
clear, informed consent from individuals for data collection and
processing. Data Breach Notifications: Mandates rapid notification of
data breaches to both the relevant supervisory authority and affected
individuals. Right to Access and Erasure: Grants individuals significant
rights over their personal data, including access to data and the ability
to request deletion.

Illustrative Case: Schrems II (2020): The Court of Justice of the
European Union (CJEU) invalidated the EU-US Privacy Shield, which
allowed transatlantic data transfers. The decision was based on the
finding that US surveillance practices did not meet the GDPR's
standards for adequate protection. Implications: This case highlighted
the EU's rigorous data protection standards and its insistence that
international data transfers must comply with stringent privacy

19 Chukwurah, Excel G. "Proactive privacy: advanced risk management
strategies for product development in the US." Computer Science & I'T Research Journal
5.4 (2024): 878-891.
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requirements. The invalidation underscored the challenges of aligning
data protection practices with US policies on surveillance and data
access.”

Philosophy: The US approach to data protection is characterized
by a pragmatic and sector-specific philosophy. Privacy and data
protection are often viewed through the lens of economic efficiency
and market dynamics. The emphasis is on balancing privacy with
economic growth and national security, rather than treating data
protection as an overarching right.

Implementation: The US regulatory landscape is fragmented,
with data protection laws varying by sector and state. Key elements
include: Sectoral Laws: Regulations like HIPAA (Health Insurance
Portability and Accountability Act) and GLBA (Gramm-Leach-Bliley
Act) provide targeted protections but lack comprehensive coverage.
State-Level Regulations: ILaws such as the California Consumer
Privacy Act (CCPA) offer enhanced privacy rights in specific states,
but there is no uniform federal standard.

Illustrative Case: Facebook-Cambridge Analytica Scandal (2018):
Background: The Cambridge Analytica scandal exposed how
Facebook allowed the unauthorized collection of data from millions of
users. The US regulatory response, which was largely sectoral and
reactive, revealed significant gaps in data protection. Implications: The
scandal demonstrated the limitations of the US's fragmented approach
to data protection. It spurred calls for more comprehensive federal
data protection laws but also underscored the difficulties in achieving
consistent privacy protections across different sectors and states.

Illustrative Case: California Consumer Privacy Act (CCPA,
2020): Background: The CCPA represents a significant development
in US data protection, granting California residents rights such as
opting out of data sales and accessing their personal data. However, it
remains a state-level regulation and is not uniformly applicable across
the US. Implications: While the CCPA marks progress towards
stronger data protection, it highlights the fragmented nature of US
privacy laws. This piecemeal approach creates challenges for

20 Brunngraber, Henry. "Affirmative Privacy Rights in the Employment
Context: Considerations for Protecting Employee Data in Highly Regulated
Environments." U. I/, JL. Tech. & Pol'y (2024): 127.
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businesses operating across state lines and complicates efforts to
establish a cohesive data protection framework.

Cross-Border Data Flows and Regulatory Harmonization

The divergence between the EU’s comprehensive GDPR and
the US’s fragmented approach creates substantial challenges for cross-
border data flows and regulatory harmonization: Compliance
Complexity: Businesses that operate transatlantically must navigate
disparate regulatory requirements, leading to increased compliance
costs and operational complexities.” Regulatory Uncertainty: The lack
of a uniform federal data protection standard in the US creates
uncertainty for companies and individuals, complicating efforts to
ensure consistent privacy protections. Transatlantic Data Transfers:
The incompatibility between the EU’s rigorous standards and the US’s
more flexible approach impedes efforts to create seamless and secure
transatlantic data transfer mechanisms. The fundamental differences
between the EU’s comprehensive, proactive approach and the US’s
fragmented, sectoral approach reflect deep-seated philosophical and
practical divergences in data protection. These differences have
significant implications for cross-border data flows and highlight the
need for continued efforts towards regulatory alignment and
harmonization.

Interrelationship Between Privacy and Data Protection

The relationship between privacy and data protection is intricate
and varies significantly between the European Union (EU) and the
United States (US). This divergence affects both theoretical
perspectives and practical applications, with important implications for
businesses and individuals operating across these jurisdictions. EU
Perspective: Privacy and Data Protection as Interlinked. In the EU
context, data protection is intrinsically linked to the broader right to
privacy. This linkage is enshrined in the General Data Protection
Regulation (GDPR), which integrates data protection measures into a
comprehensive framework designed to uphold individual privacy
rights. Privacy as a Fundamental Right: The GDPR conceptualizes

2l Chukwurah, Excel G. "Agile privacy in practice: integrating CCPA and
GDPR within agile frameworks in the US tech scene." International Journal of Scientific
Research Updates 7.2 (2024): 024-036.
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data protection as a mechanism to safeguard privacy, which is
considered a fundamental human right. Privacy encompasses not just
the protection of personal data but also the broader right to control
one's personal life and information in the digital age. Data Protection
Measures: The GDPR’s extensive provisions, such as the right to
access, the right to be forgotten, and strict data processing
requirements, aim to ensure that personal data is handled in ways that
preserve individual privacy. This proactive approach reflects the EU’s
commitment to integrating data protection into the fabric of privacy
rights.

Illustrative Case: Google Spain SL, Google Inc. v Agencia
Espafiola de Proteccién de Datos, Mario Costeja Gonzalez (2014).”
Background: The CJEU ruled that individuals have the right to request
the removal of outdated or irrelevant information from search engine
results, underscoring the EU’s view of data protection as a means to
uphold privacy. Implications: This case highlights how the EU’s data
protection framework is designed to address privacy concerns by
providing individuals with control over their personal information in
search engine results.

US Perspective: Privacy and Data Protection as Distinct
Concerns In contrast, the US often treats privacy and data protection
as overlapping but distinct concerns, influenced by different legal,
economic, and cultural factors. Privacy as Personal Freedom: In the
US, privacy is frequently framed in terms of personal freedom and
individual rights, rather than as a comprehensive regulatory issue. The
focus is on safeguarding individuals’ freedoms from unwarranted
intrusion and ensuring that personal information is not used
inappropriately. Data Protection as Data Security and Consumer
Rights: Data protection in the US is often approached through the
lens of data security and consumer protection. This is reflected in
sector-specific regulations and a focus on preventing data breaches
and misuse rather than on a broad-based right to privacy.

Tlustrative Case: FTC v. Facebook, Inc. (2020): The Federal
Trade Commission (FT'C) brought a case against Facebook (now Meta
Platforms Inc.) for privacy violations related to the misuse of user data

22 Newell, Bryce Clayton, et al. "Regulating the Data Market: The Material Scope of
American  Consumer Data Privacy Law." University of Pennsylvania Journal of
International Law 45.4 (2024): 1055.
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and inadequate data protection practices.” The case emphasized
consumer protection and data security rather than privacy as a
fundamental right. This case highlights the US approach of addressing
data protection primarily through consumer protection and regulatory
enforcement, rather than through a unified privacy framework.

Empirical evidence underscores the practical challenges arising
from these conceptual differences: Survey by International Association
of Privacy Professionals (IAPP): A 2020 survey revealed that 68% of
privacy professionals in both the US and EU reported significant
compliance challenges due to divergent data protection frameworks.
This disparity reflects the complex regulatory landscape that
businesses must navigate when operating transnationally. Compliance
Challenges: Businesses face increased complexity and costs as they
attempt to reconcile the EU’s comprehensive GDPR requirements
with the US’s sectoral and state-level regulations. This complexity
often leads to difficulties in maintaining consistent data protection
practices and navigating conflicting regulatory demands.

llustrative Case: Schrems I and II: The invalidation of the Safe
Harbor and Privacy Shield frameworks in Schrems I and II cases
respectively highlighted the challenges businesses face in aligning their
data protection practices with EU standards while operating under US
regulations. These cases illustrate the practical difficulties and
regulatory uncertainty that arise from the fundamental differences in
how privacy and data protection are conceptualized and enforced
across the Atlantic. The interrelationship between privacy and data
protection reflects significant philosophical and practical differences
between the EU and US. While the GDPR integrates data protection
into a broader privacy framework, the US approach treats privacy and
data protection as related but separate concerns. These divergent
perspectives create real-world challenges, particularly for businesses
engaged in transatlantic operations, who must navigate a complex and
often conflicting regulatory environment.

The interrelationship between privacy and data protection
reveals profound philosophical and practical differences between the
European Union (EU) and the United States (US). These differences
not only influence legal frameworks but also create substantial

2 Goldwater, Jonah. "Did Facebook Cheat?: A Test Case of Antitrust Ethics."
Journal of Business Ethics (2024): 1-17.
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challenges for businesses operating across the Atlantic. EU
Perspective: Integrated Privacy and Data Protection. Philosophical
Foundation: In the EU, privacy is viewed as a fundamental human
right that encompasses a broader spectrum of individual freedoms and
dignity. The General Data Protection Regulation (GDPR) embodies
this integrated approach by treating data protection as a vital
component of privacy rights. GDPR Framework: The GDPR links
data protection directly to privacy by mandating comprehensive data
protection measures. It ensures that personal data is handled with the
utmost care, reflecting the EU's commitment to preserving privacy in
the digital age. Key provisions include explicit consent for data
processing, robust data breach notification requirements, and the right
to be forgotten. Illustrative Case: Google Spain SL, Google Inc. v
Agencia Espafola de Protecciéon de Datos, Mario Costeja Gonzalez
(2014): The CJEU ruled that individuals have the right to request the
removal of outdated or irrelevant information from search engine
results, a decision underscoring the GDPR's emphasis on protecting
privacy.” This case illustrates how the GDPR's integration of data
protection and privacy aims to empower individuals and uphold their
privacy rights in the digital landscape. It shows the EU’s approach of
using data protection regulations to address broader privacy concerns.
Philosophical Foundation: In the US, privacy and data
protection are often treated as separate but related issues. Privacy is
generally framed in terms of individual freedoms and consumer rights,
while data protection is approached as a matter of data security and
regulatory compliance. Sectoral and State-Based Regulation: The US
regulatory landscape is characterized by a patchwork of sector-specific
laws and state-level regulations. This fragmented approach reflects a
focus on balancing privacy with economic and security considerations
rather than integrating data protection into a broader privacy
framework. Illustrative Case: Facebook-Cambridge Analytica Scandal
(2018): The scandal revealed that Facebook allowed unauthorized
access to user data, raising significant concerns about data protection
and privacy. However, the regulatory response focused on data
security and consumer protection rather than a unified privacy

24 Ismajli, Faton, and Alban Zeneli. "" Right to be Forgotten" in Kosovo—A
Case Study on Citizens' Awareness of This Right." International Journal of Religion 5.6
(2024): 289-297.
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framework. The case underscores the US approach of addressing data
protection  through consumer protection and enforcement
mechanisms rather than through a comprehensive privacy regime. It
highlights the limitations of the sectoral approach in addressing
privacy concerns on a broader scale. Illustrative Case: California
Consumer Privacy Act (CCPA, 2020): Background: The CCPA
introduced significant privacy protections for California residents,
including the right to access and delete personal data.” However, it is
a state-level law, reflecting the fragmented nature of US data
protection. While the CCPA represents progress in privacy protection,
it highlights the challenges of having a non-uniform regulatory
framework. Businesses must navigate varying state laws, adding
complexity to compliance efforts and underscoring the lack of a
cohesive national standard.

The philosophical and practical differences between the EU and
US perspectives on privacy and data protection create several
challenges:  Regulatory ~ Complexity: ~ Businesses  operating
transatlantically must reconcile the EU’s comprehensive GDPR
requirements with the US’s fragmented and sectoral regulations. This
often results in increased compliance costs and operational
complexities. Conflicting Regulations: The divergent approaches can
lead to conflicts, such as when US data practices do not meet EU
standards for data protection, as seen in the invalidation of the Privacy
Shield framework. This regulatory mismatch complicates efforts to
establish seamless transatlantic data flows. Legal Uncertainty: The lack
of a uniform data protection standard in the US creates uncertainty for
companies and individuals. Navigating a complex and varied
regulatory environment requires significant resources and can lead to
inconsistencies in data protection practices. Illustrative Case: Schrems
I and II: The invalidation of the Safe Harbor and Privacy Shield
frameworks in Schrems I and II cases highlighted the challenges of
aligning US data protection practices with EU standards. The CJEU
ruled that US surveillance practices did not provide adequate
protection for EU citizens’ data. These cases exemplify the difficulties
in reconciling different data protection philosophies and regulatory

% Tran, Van Hong, et al. "Measuring Compliance with the California Consumer Privacy
Act Over Space and Time." Proceedings of the CHI Conference on Human Factors in
Computing Systems. 2024.
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frameworks. They underscore the need for ongoing efforts towards
regulatory alignment to facilitate cross-border data transfers and
ensure compliance. The significant differences between the EU's
integrated approach to privacy and data protection and the US's
distinct but related concerns create substantial real-world challenges
for businesses engaged in transatlantic operations. These challenges
include regulatory complexity, conflicting standards, and legal
uncertainty, all of which impact the management and protection of
personal data across borders.

Nature of Rights

The conceptualization of privacy and data protection as rights
can fundamentally influence regulatory approaches and enforcement
practices. These rights are often classified into two categories: negative
rights and positive rights. Understanding how each jurisdiction
interprets these rights provides insight into the philosophical and
practical differences between the European Union (EU) and the
United States (US) in their approaches to privacy and data protection.

EU Perspective: Positive Rights: In the EU, privacy and data
protection are primarily viewed as positive rights.”* This perspective
requires proactive measures by the state and organizations to ensure
the protection of individuals' personal data and privacy. GDPR
Framework: The General Data Protection Regulation (GDPR)
embodies this positive rights approach through several key
mechanisms: Data Protection Officers (DPOs): Organizations are
required to appoint Data Protection Officers to oversee compliance
with data protection regulations and ensure that personal data is
handled appropriately. Impact Assessments: The GDPR mandates
Data Protection Impact Assessments (DPIAs) for processing activities
that may pose high risks to individuals' rights and freedoms. These
assessments are designed to identify and mitigate potential risks before
processing begins. Enforcement Mechanisms: The GDPR includes
stringent enforcement measures, such as substantial fines for non-
compliance and the authority of supervisory authorities to investigate

2 Rupp, Valentin, and Max von Grafenstein. "Clarifying “personal data” and
the role of anonymisation in data protection law including and excluding data from
the scope of the GDPR (more clearly) through refining the concept of data
protection." Computer Law & Security Review 52 (2024): 105932.
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and mandate corrective actions. Illustrative Case: Facebook-
Cambridge Analytica Scandal (2018): The scandal revealed significant
lapses in data protection and privacy, leading to regulatory actions
under the GDPR framework. The proactive measures mandated by
the GDPR were intended to prevent such breaches and protect
individuals’ data. The case underscores the EU’s emphasis on positive
rights, where regulatory requirements aim to prevent violations
through proactive oversight and enforcement.

US Perspective: Mixed but Leaning Toward Negative Rights: In
the US, privacy and data protection are often approached as negative
rights, which primarily require non-interference rather than proactive
state intervention.” This approach reflects the US cultural and legal
emphasis on minimal government interference and maximal individual
and corporate freedom. Sectoral Regulations: While certain US
regulations impose affirmative obligations, such as breach notification
requirements under laws like the Health Insurance Portability and
Accountability Act (HIPAA) and the California Consumer Privacy Act
(CCPA), the overall framework leans towards a negative rights
approach. Breach Notification Requirements: Laws like HIPAA
require organizations to notify individuals of data breaches, reflecting
a minimal proactive obligation to protect data. Consumer Rights: The
CCPA provides rights to access and delete personal data but does not
mandate proactive data protection measures beyond compliance with
consumer rights. Illustrative Case: Equifax Data Breach (2017): The
Equifax breach, which exposed the personal data of millions,
prompted scrutiny of US data protection practices. Although there
were breach notification requirements, the response highlighted gaps
in proactive measures and oversight. The breach illustrates the US
approach to data protection as a negative right, where regulatory
requirements focus on responding to breaches rather than
preemptively preventing them. Illustrative Case: California Consumer
Privacy Act (CCPA, 2020): The CCPA introduced significant
consumer rights, such as the right to access and delete personal data.
While it provides valuable protections, it operates within a framework
that still emphasizes minimal state intervention. The CCPA represents

27 Amoo, Olukunle Oladipupo, et al. "GDPR's impact on cybetsecurity: A review
focusing on USA and European practices." Infernational Journal of Science and Research
Arehive 11.1 (2024): 1338-1347.
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an attempt to address data protection through enhanced consumer
rights rather than through a comprehensive regulatory approach that
mandates proactive data protection measures.

Comparative Analysis

The divergence between the EU and US approaches to privacy
and data protection reflects broader philosophical differences: EU's
Positive Rights Approach: The GDPR’s emphasis on proactive
measures illustrates the EU’s commitment to treating data protection
as a positive right, ensuring active state and organizational
responsibility in safeguarding personal data. US's Negative Rights
Approach: The US approach, characterized by sectoral regulations and
a focus on minimal interference, reflects a preference for individual
and corporate freedom with less emphasis on proactive data
protection.”® These differing conceptualizations of rights result in
distinct regulatory landscapes and enforcement practices, impacting
how privacy and data protection are managed across these regions.
For businesses operating transatlantically, navigating these differences
requires a nuanced understanding of each jurisdiction’s approach to
rights and regulatory obligations.

The divergent conceptualizations of privacy and data protection
as positive or negative rights lead to fundamentally different regulatory
landscapes and enforcement practices in the European Union (EU)
and the United States (US). These differences have significant
implications for how privacy and data protection are managed and
enforced, particulatly for businesses operating across both regions.

EU's  Positive  Rights  Framework:  Proactive  and
Comprehensive: In the EU, privacy and data protection are framed as
positive rights, which necessitate proactive and comprehensive
measures by both the state and organizations. This approach is
embodied in the General Data Protection Regulation (GDPR), which
integrates extensive data protection requirements into a broader
framework aimed at safeguarding privacy. Regulatory Landscape:

28 Ehimuan, Benedicta, et al. "Global data privacy laws: A critical review of
technology's impact on user tights." World Journal of Advanced Research and Reviews 21.2
(2024): 1058-1070.
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Proactive Measures: The GDPR mandates that organizations
implement data protection measures such as appointing Data
Protection Officers (DPOs), conducting Data Protection Impact
Assessments (DPIAs), and adhering to stringent data processing
principles. Robust Enforcement: The GDPR provides strong
enforcement mechanisms, including significant fines for non-
compliance, the authority for supervisory bodies to investigate and
enforce regulations, and a focus on ensuring compliance through
proactive oversight.”” Tllustrative Case: Google Spain SL, Google Inc.
v Agencia Espafiola de Protecciéon de Datos, Mario Costeja Gonzalez
(2014): The CJEU ruled that individuals have the right to request the
removal of outdated or irrelevant search engine results, reflecting the
GDPR’s proactive approach to data protection and privacy. This case
illustrates the EU's commitment to integrating data protection into
privacy rights, ensuring that individuals can actively manage their
personal information and exercise their rights under a comprehensive
regulatory framework.

US's Mixed Approach: Fragmented and Reactive: In the US,
privacy and data protection are often treated as negative rights, which
require minimal government interference and place more emphasis on
reactive measures. The regulatory framework is characterized by a
patchwork of sector-specific and state-level regulations that focus on
addressing data breaches and protecting consumer rights rather than
implementing broad, proactive data protection measures. Regulatory
Landscape: Sectoral and State-Based Regulations: US data protection
is governed by a variety of sector-specific laws (e.g., HIPAA for health
information) and state-level regulations (e.g., CCPA), leading to a
fragmented regulatory environment. Reactive Measures: While there
are requirements for breach notifications and some consumer rights,
there is less emphasis on comprehensive, proactive data protection.
This reflects a preference for minimal regulatory intervention and a
focus on responding to issues as they arise. Illustrative Case: Equifax
Data Breach (2017). The Equifax breach exposed the personal data of
millions, highlighting deficiencies in US data protection practices.
Although breach notification requirements existed, the response to the
breach underscored gaps in proactive data protection measures. This

2 Susset, Daniel, and Laura Y. Cabrera. "Brain data in context: Are new rights
the way to mental and brain ptivacy?." AJOB neuroscience 15.2 (2024): 122-133.

50



Jurnal Hukum dan Peradilan Vol. 14, no. 1 (2025), pp. 29-62
ISSN: 2303-3274 (p), 25281100 (e)
DOIL: https://doi.org/10.25216/jhp.14.1.2025.29-62

case demonstrates the limitations of the US’s reactive approach and
fragmented regulatory framework, where regulatory responses are
often insufficient to prevent large-scale data breaches and protect
privacy comprehensively. Illustrative Case: California Consumer
Privacy Act (CCPA, 2020): The CCPA introduced enhanced privacy
rights for California residents, such as the right to access and delete
personal data.” However, it remains a state-level law within a broader
framework that does not mandate extensive proactive measures. While
the CCPA represents progress in consumer rights, it illustrates the
ongoing challenges of operating within a fragmented regulatory
landscape. Businesses must navigate varying state regulations and
reconcile them with federal and international standards.

For businesses operating transatlantically, the differing
conceptualizations of rights result in significant regulatory challenges:
Compliance Complexity: Companies must manage compliance with
both the EU’s comprehensive GDPR requirements and the US’s
fragmented and sectoral regulations. This often involves substantial
resources to ensure adherence to varying standards and practices.
Regulatory Uncertainty: The lack of harmonization between EU and
US data protection frameworks creates uncertainty and complexity,
particularly in ensuring that data protection practices meet both
regions’ legal requirements. Cross-Border Data Transfers: The
divergence in regulatory approaches impacts the ability to transfer data
across borders. For instance, the invalidation of the Privacy Shield
framework in Schrems II highlighted the difficulties in aligning US
practices with EU standards, complicating data transfer mechanisms.
Illustrative Case: Schrems II (2020): The CJEU invalidated the Privacy
Shield framework, which allowed transatlantic data transfers, due to
concerns over US surveillance practices and inadequate data
protection. This case exemplifies the challenges of reconciling
differing regulatory approaches and highlights the need for businesses
to carefully navigate transatlantic data transfer regulations. The
differing conceptualizations of privacy and data protection as positive
or negative rights result in distinct regulatory landscapes and
enforcement practices. Businesses engaged in transatlantic operations

30 Goldberg, Samuel G., Garrett A. Johnson, and Scott K. Shriver. "Regulating
ptivacy online: An economic evaluation of the GDPR." American Economic Jonrnal:
Economic Policy 16.1 (2024): 325-358.
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must adeptly navigate these differences, balancing compliance with
comprehensive EU regulations and fragmented US laws while
addressing the complexities of cross-border data transfers.

Case Studies

Several high-profile cases vividly illustrate the practical
implications of the theoretical differences between the EU and US
approaches to data protection and privacy. Schrems II Decision: The
Schrems II case, officially known as Data Protection Commissioner v
Facebook Ireland Ltd and Maximillian Schrems (2020), marked a
significant turning point in transatlantic data protection.” The Court
of Justice of the FEuropean Union (CJEU) invalidated the Privacy
Shield framework, which had facilitated transatlantic data transfers
between the EU and the US. The CJEU found that the Privacy Shield
did not provide adequate protection against US surveillance practices.
Specifically, the court was concerned that US laws allowed for broad
government surveillance that could undermine the privacy protections
guaranteed under EU law. The judgment underscored the EU's
commitment to stringent data protection standards and highlighted its
skepticism regarding the adequacy of US data protection measures.
For Businesses: The invalidation of the Privacy Shield has created
significant challenges for companies engaged in transatlantic
operations. Businesses must now rely on alternative mechanisms, such
as Standard Contractual Clauses (SCCs), to ensure compliance with
EU data protection standards. Regulatory Impact: The decision
reflects the EU’s rigorous stance on data protection and its insistence
on high standards for transatlantic data transfers, reinforcing the gap
between EU and US regulatory approaches.

GDPR Fines Against US Tech Giants: The enforcement of the
General Data Protection Regulation (GDPR) has led to substantial
fines against major US tech companies, including Google and
Facebook. These fines have reached billions of euros, reflecting the

3 Corapi, Elisabetta. "Informed Consent in Italian Digitalized Insurance Contracts.
From the Privacy Shield to Schrems I1." The Transformation of Private Law—Principles of
Contract and Tort as European and International Law: A Liber Amicorum for Mads
Andenas. Cham: Springer International Publishing, 2024. 1077-1100.
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EU’s rigorous enforcement stance. In 2019, Google was fined €50
million by the French data protection authority, CNIL, for failing to
provide transparent information about data processing and not
obtaining proper consent. This fine was one of the largest imposed
under the GDPR. Facebook (now Meta Platforms Inc.) has faced
multiple GDPR-related fines, including a record €1.2 billion fine in
2023 for violating data protection rules in its handling of EU users'
data. The significant fines illustrate the substantial compliance risks
faced by multinational companies operating in the EU. These cases
demonstrate the EU’s commitment to rigorous enforcement and the
high stakes for non-compliance. The large-scale fines serve as a
deterrent for other companies and emphasize the importance of
adhering to the GDPR’s stringent requirements. They also highlight
the EU's proactive approach to data protection and its impact on
global businesses.

US Response: CCPA and Other State Laws: In response to
growing data protection concerns, several US states have introduced
their own privacy laws. The California Consumer Privacy Act (CCPA),
effective from January 2020, is one of the most significant examples.
Consumer Rights: The CCPA grants California residents rights to
access, delete, and opt-out of the sale of their personal data.”® Tt
represents a significant step towards enhanced data protection within
the US. Despite the progress made by the CCPA, the US remains
characterized by a fragmented regulatory landscape, with different
states adopting varying data protection laws. This lack of a unified
federal approach continues to pose challenges for comprehensive data
governance. For Businesses: The CCPA and other state-level
regulations create a complex compliance environment for businesses
operating across multiple jurisdictions. Companies must navigate
varying requirements and ensure they meet the standards set by each
state. Regulatory Impact: The introduction of state laws reflects a
reactive approach to data protection, addressing specific concerns but
lacking the cohesion and comprehensive nature of a federal
framework. This fragmentation underscores the ongoing challenges in
achieving unified data protection standards in the US. These case
studies highlight the practical consequences of the theoretical

32 Corren, Ella. "Gaining or Losing Control? An Empirical Study on the Real
Use of Data Control Rights and Policy Implications." lowa Law Review 109 (2024).
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differences between the EU and US approaches to data protection.
The Schrems II decision and GDPR fines illustrate the EU’s stringent
regulatory framework and its impact on global businesses, while the
US response, characterized by state-level regulations like the CCPA,
underscores the fragmented and reactive nature of data protection in
the US. For businesses operating transatlantically, these cases illustrate
the complexities and challenges of navigating disparate regulatory
environments and underscore the need for a nuanced understanding
of each jurisdiction's approach to privacy and data protection.

The theoretical differences between the European Union (EU)
and United States (US) approaches to data protection manifest in
practical consequences that significantly impact businesses operating
transatlantically. The divergent regulatory frameworks of the EU and
US create complexities and challenges for compliance, enforcement,
and data management. EU's Stringent Framework: GDPR and
Schrems II. The Schrems II decision by the Court of Justice of the
European Union (CJEU) invalidated the Privacy Shield framework,
which was a key mechanism for transatlantic data transfers between
the EU and the US. The court ruled that US surveillance practices did
not provide sufficient protection for EU citizens' data. Data Transfer
Challenges: The invalidation of the Privacy Shield has created
significant hurdles for companies transferring personal data from the
EU to the US. Businesses must now rely on Standard Contractual
Clauses (SCCs) or Binding Corporate Rules (BCRs), which involve
complex and ongoing compliance requirements.” Operational Impact:
Companies face increased administrative burdens and potential delays
in data processing and transfers. The need to implement additional
safeguards and conduct thorough assessments of data protection
practices can be costly and time-consuming. Legal Uncertainty: The
case underscores the legal uncertainty surrounding data transfers and
highlights the necessity for businesses to stay abreast of evolving legal
standards and potential future regulations. GDPR Fines: The GDPR
has led to significant fines against major US tech companies for non-
compliance. Notable cases include fines imposed on Google and
Facebook, with amounts reaching billions of euros. Financial Risks:
The substantial fines demonstrate the high stakes for non-compliance.

3 Edwatds, Dr Jason. "Data Privacy and Protection." Mastering Cybersecurity:
Strategies, Technologies, and Best Practices. Betkeley, CA: Apress, 2024. 435-494.
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Companies face considerable financial risks if they fail to meet GDPR
requirements, impacting their bottom line and overall financial
stability. Compliance Costs: The need to adhere to GDPR standards
involves substantial investments in compliance infrastructure, such as
data protection officers, impact assessments, and legal consultations.
This increases operational costs and resource allocation. Reputational
Damage: Publicized fines and enforcement actions can damage a
company's reputation, affecting customer trust and potentially leading
to reduced business opportunities in the EU.

US's Fragmented Approach: CCPA and State-Level Regulations:
. California Consumer Privacy Act (CCPA): The CCPA represents a
significant step towards enhanced data protection in the US, providing
California residents with rights to access, delete, and opt-out of the
sale of their personal data.’* State-Level Compliance: The CCPA
introduces a new layer of compliance requirements for businesses
operating in California, adding to the complexity of managing data
protection across different states. This fragmented approach means
that businesses must navigate a patchwork of state-specific
regulations. Operational Complexity: Companies must implement
mechanisms to accommodate varying consumer rights and compliance
obligations across states, which can be administratively burdensome
and costly. Market Impact: The CCPA’s requirements may lead to a
divergence in data protection standards within the US, potentially
affecting companies’ ability to offer uniform services and data
handling practices across state lines.

Fragmented US Regulatory Landscape: The US lacks a
comprehensive federal data protection law, relying instead on a
patchwork of sector-specific and state-level regulations. Practical
Consequences: Regulatory Complexity: Businesses operating across
multiple states face the challenge of complying with diverse and often
conflicting data protection laws. This fragmentation can lead to
inconsistencies in data management and increased legal and
operational complexity. Regulatory Burden: The need to adhere to
various state laws and sector-specific regulations increases the
regulatory burden on companies, leading to higher compliance costs
and the necessity for specialized legal and data protection expertise.

3 Brown, Elizabeth A. "Protecting Worker Health Data Privacy from the
inside out." UC L. SF Bus. J. 20 (2024): 59.
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Inadequate Protection: The piecemeal approach to data protection in
the US may result in gaps and inconsistencies in data security and
privacy protection, potentially leaving individuals’ data less
safeguarded compared to the more comprehensive protections offered
by the GDPR.

The practical consequences of the theoretical differences
between the EU and US approaches to data protection underscore the
complexities faced by businesses operating transatlantically. The EU's
stringent framework, as illustrated by the Schrems II decision and
GDPR fines, imposes rigorous compliance requirements and
significant financial risks. In contrast, the US's fragmented approach,
exemplified by state-level regulations like the CCPA, creates a complex
regulatory environment that challenges uniform data management
practices. For businesses navigating these disparate regulatory
landscapes, a nuanced understanding of each jurisdiction's approach to
privacy and data protection is essential to achieving compliance and
managing risks effectively. The divergence in data protection and
privacy frameworks between the European Union (EU) and the
United States (US) presents significant challenges and opportunities
for improvement. The contrasting approaches—EU’s stringent,
comprehensive standards and the US’s fragmented, sector-specific
regulations—highlight the complexities involved in managing data
protection across borders. To bridge this transatlantic divide and
foster more effective data protection practices, several key steps can
be taken: Harmonization of Standards: Develop mutually acceptable
standards for data protection through a revised transatlantic data
transfer agreement. The invalidation of the Privacy Shield framework
by the CJEU underscores the need for a new framework that
addresses the EU’s concerns about US surveillance practices.” A
revised agreement should include robust safeguards to ensure that US
surveillance laws align with EU privacy standards, thus facilitating
smoother and legally compliant transatlantic data transfers.
Negotiation: Engage in negotiations to create a revised data transfer
framework that includes provisions for enhanced data protection and
surveillance safeguards. Stakeholder Involvement: Involve key
stakeholders, including regulatory authorities, businesses, and privacy

% Cotrales Compagnucci, Marcelo. "The EU-US Data Privacy Framework: Is the
Dragon Eating its Own Tale?." Available at SSRN 4802780 (2024).
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advocates, in the negotiation process to ensure that diverse
perspectives are considered.

Enhanced Cooperation: Strengthen cooperation between EU
and US regulatory authorities. Improved coordination between
regulatory bodies can ensure consistent enforcement of data
protection standards and address cross-border data protection issues
more effectively. Enhanced cooperation can help harmonize practices
and resolve conflicts arising from differing regulations. Action Points:
Bilateral Agreements: Establish or strengthen bilateral agreements
between EU and US regulatory authorities to facilitate information
sharing and collaborative enforcement actions.” Joint Task Forces:
Create joint task forces to address specific issues related to cross-
border data protection, such as data breaches and compliance
challenges.

Balanced Regulation: Craft data protection policies that balance
privacy needs with technological innovation and economic growth.
Both the EU’s comprehensive approach and the US’s flexible
framework have their merits. A balanced approach would integrate the
strengths of both systems, ensuring robust privacy protections while
also accommodating technological advancements and economic
interests. Policy Development: Develop data protection policies that
incorporate elements of both the EU’s GDPR and the US’s sectoral
regulations, ensuring that they address privacy concerns without
stifling innovation. Regulatory Impact Assessments: Conduct impact
assessments to evaluate how proposed regulations affect both privacy
and economic growth, making adjustments as necessary to achieve a
balance. Public Awareness and Cultural Exchange: Promote greater
public awareness and cultural exchange regarding data protection
norms and values. Building a more aligned transatlantic perspective on
privacy requires understanding and respecting cultural differences in
data protection attitudes. Greater public awareness and exchange can
foster mutual understanding and collaboration. Educational Initiatives:
Implement educational initiatives and public awareness campaigns to
inform individuals and businesses about data protection norms in
different jurisdictions. Cultural Exchange Programs: Facilitate cultural

36 Pedersen, Jan Helge Brask. "The EU-US Data Privacy Framework and
the Schrems Saga: Is there Light at the End of the Tunnel?." ZEuS Zeitschrift fiir
Europarechtliche Studien 27.2 (2024): 213-240.
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exchange programs and dialogues between privacy advocates,
regulators, and businesses from the EU, and US to bridge gaps in
understanding and judicial practice.

Conclusion

Addressing the transatlantic divergence in data protection and
privacy necessitates a nuanced approach that considers legal,
economic, and cultural dimensions. By harmonizing data protection
standards, enhancing regulatory cooperation, balancing privacy with
innovation, and promoting public awareness, stakeholders can work
towards a more cohesive and effective data protection framework.
This study, by combining empirical data with theoretical insights, aims
to provide actionable recommendations that contribute to the
evolution of data protection standards and their implementation in
judicial contexts. Such measures will help reconcile the differences
between EU, and US approaches, ensuring robust privacy protections
while facilitating global business operations and fostering judicial
cooperation.
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